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Techniqueusedto aid in the preventionof software piracy
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What is Softvare Watermaking?

# Static: the watermak is stared directlyin the data or code
sectionsof a native executableor classle. Make useof the
featuresof an applicationthat are availableat compile-time.

# Dynamic:the watermak is stored in the run-time structures
of the program.
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What is Softvare Watermaking?

# Blind: the recognizers giventhe watermaked programand
the watermak key asinput.

# Informed: the recognizeis giventhe watermaked program
andthe watermak key asinput andit alsohasaccesgo the
unwatermaked program.
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Why useSoftvare Watermaking? How canwe watermak softvare?

# Discouragedlegalcopying andredistribution.

# Insertnew(non-functionalor nonexcuted)ode
# A copyright notice canbe usedto provideproof of ownership. #® Readercode whereit doesnot changethe functionaliy

#® A ngerprint canbe usedto tracethe sourceof the illegal
redistribution.

# Manipulateinstructionfrequencies

# Does not preventillegalcopying and redistribution.

switch (E) f switch (E) f
case 1. f ¢ caseb5: f g
case 5. f ¢ ) casel: f g
case 9: f g case9: f g

g g
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Interferencésraph InterferencésraphExample
#® Modelsthe relationshigoetweenthe variablesin the procedure. e 22 10
#® Eachvaiablein the procedureis regesentedoy a vertex. v2 = 2% 3 5O Ok
3 = 2* Vv2
» If two vaiableshaveoverlappindive rangesthen the vertices z4 - i +VV2
are joinedby an edge. V5 = 3 * \3 «O Os
#® Cola the graphsuchthat
» minimizethe numkber of registersrequired
» two live variablesdo not shae a register
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Interferenc&raphExample Interferenc&raphExample

=

=

vi = 2 * 2 vi = 2 * 2
v2 = 2 * 3 5O 2 v2 = 2 * 3 5@ 2
v3 = 2 * v2 v3 = 2 * v2
vd = vl + v2 vd = vl + v2
v6 = 3 * v3 4 3 v6 = 3 * v3 4 3
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InterferencésraphExample QP Algaithm
e 22 1 # Originallyproposedby G. Qu and M. Potkonjak.
v2 = 2*3 @ 2 #® Constraint-based software watermaking algaithm.
3 = 2* v2
34 — +VV2 #® Embedsa watermak in the registerallocation of the program
V5 = 3 * v3 4 3 through a techniquecallededge-adding.
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mult R1, 2, 2
mult R2, 2, 3
mult R3, 2, R2
add R1, R1, R2
mult R1, 3, R3

» Usethe interferenceggraphandthe graphcolaing problem

to emled a watermak in the registerallocation.
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QP Algaithm QPSAlgaithm

#® Edgesare addedbetweenchosenverticesin a graphbasedon
the valueof the message.

# Sincethe verticesare now connectedthey cannotbe assigned
to the sameregister.
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# Improvementon the QP Algaithm
# In orderto usethe algaithm for software watermaking,
stricter embeddingcriteria are required.

» Unpredicabiliy of the colaing of verticesusingthe original
algaithm.

» Onevertexcouldbe usedmultiple times.
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QPSAlgaithm

® Keyidea:

» Selecttriplesof verticessuchthat they are isolatedunits
that will not e ect other verticesin the graph.

» ColaedTriple: Givenan n-colaablegraphG = (V;E), a
set of threeverticesf v1; v2; vag is considerec colaed
triple if
1. vi;vo;v32 V,

2. (v1;v2); (va; v3); (V2; v3) 62E, and
3. v1;V2; vz are all colaed the samecola.
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QPSEmklkeddingAlgaithm

for each vertex v; 2V which is not already in a triple
if possible find the nearest two vertices vi, and v,
such that
vi, and vj, are the same color as v,
and vj, and vj, are not already in triple.
if my=0
add edge (vi;Vi;)
else
add edge (vi;Vi,)
end for
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QPSRecoginitiorAlgaithm

each vertex v; 2V which is not already in a triple
if possible find the nearest two

vertices vi, and vj, such that

vi, and vj, are the same color as v,

and vj, and vj, are not already in triple.
if vPand v are different  colors

found a O

add edge (vi;Vi;)
else

found a 1

add edge (vi;Vi,)

end for

ICISC 2003

QPSExample

(a) Original Bytecode

e) Watermarked Bytecode

(b) Original Interference Graph

METHOD: fast_memcmp:([B[BI)Z ETHOD: fast_memcmp:([B[BI)Z
0 :iconst_0 iconst_0
< istore 3
:iconst_0
:istore_3
siconst_1
istore 3
siload_2
:iconst_1
sisul 0 :isub

:istore_2 :istore_2
siload_2 riload_2
:iconst_0 :iconst_0
cif_icmplt -> 21 tif_icmplt -> 21
< iconst_0 s iconst_0

: goto -> 22 Watermark : goto -> 22
siconst_1 siconst_1

- ifne -> 33 c) Watermarked Interference Grapl - ifne -> 33

iload 3 :iload 4

: invokestatic - invokestatic

1 goto -> 34 : goto -> 34
siconst_1 siconst_1

: ifne ->60 :ifne ->60
caload_0 : aload_0
:iload_2 siload_2

: baload : baload
:aload_1 raload_1
:iload_2 siload_2

: baload : baload
:if_icmpeq -> 50 :if_icmpeq -> 50
:iconst_0 ‘iconst_0

:goto ->51 . . 1 goto -> 51
Ciconst 1 (d) Register Assignment Table iconst_1

istore 3 variable register numbe Cistore 4

siload_2 siload_2
ciconst_1 iconst_1

:istore 3
:iconst_0
:istore_3
siconst_1
:istore 4
siload_2
siconst_1
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Implementation

Implementedn Javausingthe BCEL bytecade edita.
Incaporated into the SandMak frameverk.
Canbe appliedto an entire applicationor a singleclass le.

Watermak is speadacrossall classesandis embeddedas
manytimesas possible.

Messagas convertedto a binay repgresentationusingthe
ASCI valueof the chaacters. An 8-bit length eld is added
to the beginningthat is usedin the recognitionphase.
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QPSWatermaking Algaithm Evaluation

Perfameda variety of empiricalteststo evaluatethe
algaithm's overalle ectiveness.

Implementatiorwithin SandMak facilitatedthe study of
manualattacksand the applicationof obfuscations.

The evaluationexaminedve software watermaking
properties.

ICISC 2003




Watermak EvaluatiorProperties

Credibiliy: The watermak shouldbe readilydetectablefor
proof of authashipwhile minimizingthe probability of
coincidence.

Data-rate: Maximizethe length of messagéhat canbe
emkedded.

Perceptuallinvisibility (Stealth): A watermak shouldexhibit
the samepropertiesasthe code aroundit soasto make
detectiondi cult.

Part Protection: A good watermak shouldbe distributed
throughoutthe software in orderto protect all parts of it.
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Watermak EvaluatiorProperties

ResilienceA watermak shouldwithstanda variety of attacks
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Watermak EvaluatiorProperties

ResilienceA watermak shouldwithstanda variety of attacks

SubtractiveAttack: The adversey attemptsto removeall
or pat of the watermak.

Alice
Bob
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Watermak EvaluatiorProperties

ResilienceA watermak shouldwithstanda variety of attacks
Additive Attack: The adversey addsa newwatermak.

Alice Additive

A3 —— e
T e M i 2
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Watermak EvaluatiorProperties Watermak EvaluatiorProperties

ResilienceA watermak shouldwithstanda variety of attacks ResilienceA watermak shouldwithstanda variety of attacks

Distartive Attack: The attacker appliesa seriesof CollusiveAttack: The adversey compaestwo di erently
semantics-eservingransfamationsto renderthe ngerprinted copiesof the software to identify the location.
watermak useless.

Collusive
Attack
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Results A shamelesglugto conclude

The original QP algaithm hasa verylow recoveryrate. Sandm&k containsan implementatiorof the QPS algaithm

Accuraterecoveryis a necessit sothe QPS algaithm was aswell as severabther watermaking algaithms
develogd. http://www.cs.arizona.edu/sandnré

The QPSalgaithm hasa verylow data-rate.

The QPSalgaithm is susceptibléo a variety of simple
attacks.

The QPSalgaithm is quite stealthy
The QPSalgaithm is extremelycredible.
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